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Abstract 

The self-defence doctrine in Article 51 of the United Nations Charter was initially established when 
majority of conflicts were physical, state inspired and limited to definite territories. However, with hybrid 
war (cyber attacks, manipulation of information, proxy militias and coercion with the economy, etc.), 
the nature of hostilities has completely changed. This paper will claim that hybrid warfare is challenging 
the traditional means of self-defence in international law. 

What passes as an armed attack, the study postulates, is very grey when states take part in non-kinetic 
or non-intensive operations that fail to apply conventional force but still cause strategic harm. The 
attribution is also a pain; when a nation is using a non-state actor or an unidentified group of hackers, 
it is hard to pin down who to attack and this simply makes legal self-defence more difficult. Hybrid 
tactics electrically blur the perspective of peacetime aggression and actual war and therefore the 
dilemmas of proportionality and necessity emerge when a state is contemplating defensive actions 
along the various platforms. 

The article indicates that existing legal norms, such as the case law of the ICJ, and the UN Charter, are 
slowly losing touch with the present-day reality of conflicts. It recommends that in order close these 
gaps, there should be clear definition of cyber attacks under international norms, that attribution 
standards should be tightened as well as new mechanisms put in place to hold states accountable in 
relation to hybrid operations operated by proxies. Simply put, the paper emphasizes that flexible, 
logically interrelated, interpretation of self-defence is necessary that maintains international law as 
regulatory, balanced and is able to address the changing face of modern warfare. 

 

Introduction: Conceptual Foundations of Self-
Defence and Hybrid Warfare 

The principle of self-defence in fact lies at the 
very core of the international legal system as a 
form of negotiated compromise between the 
predominion of states in terms of sovereignty, 
collective security, and the necessity to prevent 
the unilateral application of force. Article 51 of the 
UN Charter provides a right to states to respond 
to armed attack with the use of force and 

historically the court has interpolated this text in 
a kinetic, state centered and territorial manner. 

The concept of self-defence in the classical 
international law envisaged a clean war where 
states engaged in it with recognizable military 
forces, battlefield uniforms and a defined line. 
The reason why a state may assert self-defence 
had to be that armed attack had taken place 
and that a response was necessary and that 
defence measure was of an equal measure. 
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Hybrid warfare is replacing those old-fashioned 
wars in the 21 st century. It is a combination of the 
traditional forces, rebels, cyber attacks, fake 
news, economic pressure, and covert 
involvement of the state. It has a deliberate 
ambiguity as its biggest feature: it is shaped in 
such a way that it is impossible to define who the 
responsible party is easily and has no real 
boundary between the peace and the war, and 
asks the law to childishly skip over the loopholes 
in the law. The operational effect of hybrid 
operations are significantly harmful to a state, 
even though a single bullet is not fired, thus we 
again question what constitutes an armed 
attack and our authority to employ the concept 
of self-defence. 

The transition has been forced by technology 
and geopolitics towards hybrid kinetic conflict. 
Digital interdependence is where the war flows 
into the cyberspace where critical hardware, 
including financial systems, power grids, 
communications networks, even health 
databases, can be remotely attacked. States 
and non-state actors have the ability of stopping 
vital services, disrupting operations in 
government, manipulating elections, or inflicting 
economic devastation and not a single shot has 
been taken. These changes instigate the 
traditional association between physical 
damage and the legal levels of an armed 
assault. When a cyber attack disrupts the power 
supply of a country, or hacks the security 
measures, is it an armed aggression? This is 
divided in the international law, with states 
uncertain whether the use of force in the 
situations of retaliation is legal. 

To that, the emergence of proxy non-state 
actors is becoming increasingly more layers to 
the issue. There are militias and private military 
companies, terrorists and nameless cyber 
hackers who can or can be accepted, and the 
warfare takes the form of a hybrid. Such 
diffusement of actors confuses the attribution 
rule, according to which we require evidence 
that a state is responsible. The ICJ also has tests 
such as that of effective control and the overall 
control, but they had been designed in wars 

where the warring states are confronting each 
other directly, thus it becomes difficult to apply 
them in situations where the states are deniably 
waging war. Consequently, hybrid attack 
victimization makes it challenging to find 
evidence, and states that commit the attack use 
legal loopholes to evade justice. 

The combination of lethality and non- lethality is 
also difficult to estimate the necessity and 
proportionality which is fundamental to 
legitimate self-defence. On the contrary, hybrid 
attacks may be sluggish, dispersed and long-
lasting as opposed to abrupt and decisive. They 
are able to add little hacks with the occasional 
proxy attacks, economic pressure and 
misinformation and it is difficult to determine 
whether a defensive action is necessary or not 
too much. The states might end up being late, 
allowing the damage to build or becoming too 
early, which may indirectly infringe the ban on 
the use of force. The threat that the hybrid 
strategy can conceal the disproportional or 
opportunistic military acts further damages the 
global trust in the self-defence claims. 

On the whole, hybrid warfare underscores the 
weakness of existing legal systems which were 
established with regard to other types of war. The 
classical interpretation of Article 51 in the grey 
world between war and peace is skeletal, clichéd 
as states are progressively acting in the grey 
zone. The emergence of a new category of 
threats, hybrid threats, does not only challenge 
the doctrine of self-defence itself, but also 
makes us question the fundamental 
assumptions of attribution, imminence, 
proportionality, and the very meaning of an 
armed attack. It is the beginning of the new 
paper to explore further the way the international 
law should be updated to 2020 to safeguard 
international security without allowing the 
misuse of the self-defence concept in the age of 
tech disruption, strategic vagueness, and 
intricate security relationships. 

THEMATIC DISCUSSION 

Article 51 of the UN Charter defined an armed 
attack as a kinetic attack which was that 
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involving an armed incursion or a bombardment 
of arms or a direct use of arms which physically 
damaged property and resulted in destruction of 
lives. That was close to state wars of the middle 
of the 20 th century. However, the reality of hybrid 
warfare, the disintegration of the legal 
framework defining an armed attack through the 
incorporation of cyber attacks, disinformation, 
proxy militia, economic pressure, and low level 
sabotage made the distinction unclear. It too 
has spawned more wars, which are fought in the 
grey zone, well below the previous levels of war. 
The old definition with its rigidity is proving 
incapable, therefore, of keeping pace. 

Thus, among the chief issues that the 
International Court of Justice (ICJ) worries about 
when they handle cases such as go Nicaragua 
v. United States is the way they treat non-kinetic 
actions, particularly cyberattacks, and whether 
these may be severe enough to cause the so-
called gravity test envisioned by the ICJ. Just put 
it that the court does not mean that you have 
counted an attack as held armed unless it was 
big in terms of its scale and effect. In the case of 
most hybrid operations the damage is more of 
disruption than actual destruction-such as 
paralysis in the power grids, shaking the financial 
networks or utter shutting down 
communications. Those incidences may not 
result in immediate physical damage but the 
strategic damage can be no lesser than an 
ordinary military attack. The renowned example 
is the 2015 cyberattack that disconnected 
Ukraine to the grid and left hundreds of 
thousands in the darkness. That is what can be 
done in reality by cyber operations. The legal 
issue at the heart of it all is: do these digital 
attacks awaken the right to self-defence by the 
state of those that do not involve tangible 
destruction or loss of lives? Numerous 
researchers are tempted to consider particularly 
malicious cyberattacks as armed ones, yet no 
single legal norm of doing so has observed 
universal legal acceptance. 

The hybrid war also blurs the boundary of what 
constitutes an armed attack when it comes to 
non-state or a state-sponsored proxy, which can 

conceal themselves behind deniability. The 
question of actual causation of who exactly did 
it is then a matter of critical concern: in case you 
cannot track back an attack to a state, the victim 
is likely to fail to invoke Article 51. The ICJ test of 
effective control has never held a looser 
connection when seeking to ascribe the actions 
of non-state actors as belonging to a state. 
However, hybrid strategies are ingenious enough 
to take advantage of this gap. The proxy groups, 
hacker groups, and border crossing private 
military companies that are run by them but 
keep the official state liability a secret are 
becoming more and more domestically turned 
into a tool of the state. These actors are capable 
of initiating attacks that would be without any 
doubts armed attack in case a state was 
initiating it. Their gray status though, makes it 
difficult to apply any form of legal framework of 
seeking revenge with violent means. 

The other twist is the increased understanding of 
the continuous or cumulative attacks based on 
low-intensity. Such small, almost minor, 
activities, such as hacking attacks, information 
manipulation, or even assassinations of certain 
targets do not appear to be something serious 
but when combined together; it poses a grave 
danger to the national security. According to 
some scholars, the cumulative approach must 
be applied to determine whether or not the 
cumulative threshold is reached. Such nations as 
the United States, the UK and Australia already 
started acquiring this opinion in their national 
security policies. They are essentially stating that 
a series of bad cyber or hybrid operations might 
increase to an armed attack in spite of the fact 
that individual acts may not be so. 

It becomes more of a mash when we discuss 
between the use of force and armed attack. 
International law indicates that the armed 
attack is the extreme form of force which can be 
used and only warrant self-defence. On the 
severity bar of self-defence, hybrid ops are 
frequently merely interferences, coercion, 
espionage that is short of hitting the severity bar. 
That creates a gray area of law: states may 
choose to employ force in the instances when 
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the threshold is not evident, as states are 
responding to new changing threats or using 
additional technological interpretations. Such 
fuzzy math might promote excessive application 
of self-defence, which in the worst case, might 
undermine fundamental UN Charter principles. 

These issues are just going to become more 
complex with the development of AI, 
autonomous systems, and digital infrastructure. 
Hybrid attacks in the future would cause havoc 
to the world such as disrupting hospitals, 
autonomous vehicle takeovers, or defense 
systems without throwing a single bomb. Hence 
the international community feels under 
pressure to find a renewed definition of armed 
attack that also establishes what actions do be 
considered as armed attack in the real world of 
21st -century warfare. 

Stated simply, hybrid war has transformed the 
definition of an armed attack by introducing the 
non-kinetic damage, attribution headaches, 
proxy-warfare, cumulative low-intensity warfare. 
It is not only the fact that the legal framework is 
left showing gaps that expose some threats on 
the security of states but that the lack of 
correspondence of the international law with the 
real struggles makes the international law 
susceptible to destabilization. One must as well 
establish the point in which hybrid operations 
become armed attacks to ensure that the self-
defence doctrine remains valid and the states 
never take advantage of uncertainties to 
legitimise the use of illegal force or be crippled 
by the new ways of aggression. 

Finally, but not most importantly, proportionality 
and necessity are the fundamental principles of 
lawful self-defence in the case of international 
law. They were traditionally utilized primarily in 
reference to the traditional kinetic attacks where 
scaling, origin, and impact can be more easily 
estimated. However, hybrid warfare i.e. cyber 
operations, disinformation, economic pressure, 
proxy forces have altered the manner in which 
we apply our standards of law. During hybrid 
conflicts, it is difficult to determine who did what, 
and in such a situation, the ambiguity cannot 

help to determine when a response is legal, 
proportionate, and justified. The necessity 
principle dictates that one must resort to force at 
all possible situations when all other alternatives 
have been tried and failed, and when it must be 
used to repel or stop an armed attack. However, 
in the case of a hybrid war, things are more 
muddled since the covert activities do not 
always even achieve the status of an armed 
attack, but more so can pose a critical threat to 
the national security of a state. Added, attack on 
critical cyber-infrastructure, economic 
sabotage or a concerted program of 
misinformation that disrupts a state without 
causing property damage, then the question 
arises, can non-kinetic harm give rise to a right 
of self-defence under the right of self-defence? 

Hybrid attacks tend to accumulate gradually as 
opposed to bursting off. Due to the accruals that 
occur in the form of a long-term process, it is 
difficult to determine when necessity really sets 
in: a state may be experiencing a consistent, 
low-level shock, rather than a burst. In that 
stress, states will experience the impulse to move 
fast in order to halt escalation even as they still 
fake they are required to use force early in the 
conflict, thereby that necessity can in fact be 
violated. To make it worse, since non-state 
actors and proxy players are involved, the 
urgency of threats is distorted: a state may 
assert that it needs to do something, yet the 
connections between them and the attacker are 
vague or they are intentionally blurred. 

The proportionality principle forces to the lowest 
limit the aspect of defensive actions to resist the 
attack. In the old style of war, we reckon the 
weights and impact of the aggression with the 
opposite. However, with hybrid warfare, cross-
domain dynamics are introduced: a cyber 
assault on a network might impose economic 
consequences, but a state may retaliate using 
kinetic force as that is how it is configured or it 
chooses to address it. This also brings out the 
question of proportionality to measure when the 
response and an attack cuts across various 
domains. 
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Therefore, in case a cyberattack has taken down 
a power grid, does the victim have the right to 
attack the military base of the attacker sending 
a missile attack? Conventional wisdom would 
declare that to be overspeed, in the case of 
which the original injury was solely virtual, with no 
physical injuries involved. However, other states 
are suggesting that proportionality should be 
based on effects-based assessment meaning 
that measurement of outcomes rather than 
measure of means should be used. That 
transition is an indication that deep-seated 
economic-social disruptiveness caused by 
cyber operations may justify an enhanced 
response than previously believed. Nevertheless, 
an effects based approach may expand the 
legal scope of legitimate use of force and as a 
result cause disproportionate retaliation in the 
guise of ambiguity. 

When the attribution is a bit unsure then 
proportionality becomes a bit harder. Hybrid 
warfare is a war nurtured on secrecy, computer 
attacks redirected to different parts of the world 
or militias that are not supported by the 
community, and misinformation where the 
source is anonymous. When one of the states 
accuses an attack of something wrong, a 
response by the state, although fair, may be 
against the international law as the state is 
targeting the wrong target. The legislation 
presumes that the attacker has been identified 
correctly; the hybrid strategies undermine it. 

As well, the attribution fog may be used to the 
benefit of some states. To respond with 
aggressive retaliation, a state may present a 
hybrid threat as armed attack in response to 
internal or geopolitical pressure. On the other 
hand, the criminal has the opportunity to use the 
mix-up to maintain denial and continue with 
disruptive activities. The result is that this 
dynamic increases the risk of an escalation due 
to misunderstandings, which complicates 
proportionality even further. 

Typical general course of the hybrid conflicts is 
to make the sides involved to think of pre-
emptive or preventive self-defence. The former 

one is used to prevent an imminent attack 
whereas the second one concerns more 
speculative threats. The fact that, silver line 
operations can quickly become flare-up 
incidents or create strategic damages even in 
the absence of active hostilities can make the 
states feel compelled to intervene early on to 
prevent the disaster. However, this reasoning is 
inconsistent with the time-honored prohibition of 
preventive self-defence, and broadens the 
imminence concept. 

Thus, hybrid threats compel states to reconsider 
what the necessity is: a cyber attack that 
suggests the approach to destroy in the future 
could be seen as a good condition to use 
anticipatory force. But the relaxation of the 
imminence test jeopardizes the entire Article 51 
system and may be misused to take unilateral 
military measures against the so-called gray 
threats. The main legal tension of the hybrid 
environment lies in the most crucial point in the 
need of defensive action over the prevention of 
abuse of self-defence.  

Conclusion 

International law has put significant pressure on 
the doctrine of self-defence by countries 
boosting hybrid warfare; a combination of cyber 
operations, disinformation efforts, economic 
coercion, and non-state proxies. At most 
locations the old legal structures designed to 
deal with direct kinetic assaults simply fail to 
capture the overtones of these hybrid attacks. 
The most crucial issue that Article 51 leaves 
unanswered in such situations is, in fact, was an 
armed attack conducted, who should be held to 
blame and what measures we can measure by 
proportion and necessity when the conflict is 
taking place at several tiers. 

The shutdown of the basic services by cyber-
attacks, covert operations that place a state 
beyond the direct conflict, and the grey-area 
tactics that leverage the thin-line between 
armed conflict and even go further all indicate 
severe flaws in the self-defence concept. 
Increasingly, states extend the interpretations of 
self-defence to be broad to allow anticipatory or 

https://ijlr.iledu.in/
https://iledu.in/


 

 

251 | P a g e             J o u r n a l  H o m e  P a g e  –  h t t p s : / / i j l r . i l e d u . i n /     

INDIAN JOURNAL OF LEGAL REVIEW [IJLR – IF SCORE – 7.58] 

VOLUME 6 AND ISSUE 9 OF 2026  

APIS – 3920 - 0001 (and)   ISSN - 2583-2344 

Published by 

Institute of Legal Education 

https://iledu.in 

preemptive attacks, which disrupts the 
international security order. As a result of lack of 
clear rules, a phenomenon of hybrid warfare is 
likely to justify excessive or even one-sided 
violence, slowly undermining the collective 
security established in the UN Charter. 

Maintaining balance in the world requires the 
global community to come together in ensuring 
the modernisation and refinement of the legal 
provisions which regulate the right to self-
defence. Some of these actions should consist of 
clarifying a hybrid as an armed attack, 
strengthening attribution rules, establish better 
transparency in the state practice and how the 
International Court of Justice and UN entities 
should play a leading role in providing guidance 
to parties. We also require specific provisions on 
the cyber operations and puppet warfare. 

The problem of self-defence at the close of the 
day is not simply a challenge in law, but is a kind 
of strategic need, one which cannot be 
disregarded. The only method of ensuring that 
international law remains relevant and can 
indeed respond to the realities of the 21 st century 
warfare is consistent and internationally 
recognised standards.  
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