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ABSTRACT 

In the contemporary landscape of global security, cyber terrorism has emerged as a formidable 
threat, reshaping the paradigms of national security and geopolitical stability. The term 'cyber 
terrorism' refers to the use of digital technology to conduct premeditated, politically motivated 
attacks aimed at undermining the stability and security of a nation. This phenomenon, while not 
entirely new, has evolved significantly over the past few decades, reflecting broader technological 
advancements and the increasing reliance on digital infrastructure in both public and private sectors. 
The main objective of this research is to  explore the factors influencing the susceptibility of national 
infrastructure to cyber terrorist attacks and to evaluate the role of international cooperation in 
enhancing national cybersecurity and countering cyber terrorism. This paper followed an empirical 
method of research. The data is collected through a questionnaire with a set of questions and the 
sample size is 232. This study used a Convenience sampling method to collect the data. The samples 
were collected from the general public in reference to the Tiruvallur region. The independent variables 
are Gender, Age, Educational Qualifications, Occupation and Marital status. The dependent variables 
are impacts of increasing cyber terrorism across the world and way to mitigate the effects of such 
attacks. The findings suggest that advancements in technology are seen as a significant driving 
factor behind the rise in cyberattacks. This aligns with the rapid evolution of technology, which often 
outpaces the ability of organisations and governments to secure their systems against sophisticated 
threats. 

KEYWORDS: Cyber terrorism, National security, Cyber threats, Critical infrastructure, Security measures 

INTRODUCTION: 

In the contemporary landscape of global 
security, cyber terrorism has emerged as a 
formidable threat, reshaping the paradigms of 
national security and geopolitical stability. The 
term 'cyber terrorism' refers to the use of digital 
technology to conduct premeditated, politically 
motivated attacks aimed at undermining the 
stability and security of a nation. This 
phenomenon, while not entirely new, has 
evolved significantly over the past few decades, 
reflecting broader technological advancements 
and the increasing reliance on digital 
infrastructure in both public and private sectors. 

The evolution of cyber terrorism as a concept 
and its impact on national security is deeply 
intertwined with the advancement of 
information and communication technologies 
(ICT), the proliferation of the internet, and the 
growing sophistication of cyber threats. The 
concept of cyber terrorism began to take shape 
in the late 20th century as the internet became 
more integrated into critical infrastructure. Early 
instances of cyber attacks were primarily 
motivated by individual grievances or criminal 
gain rather than organized political agendas. 
However, with the rise of the internet and digital 
technologies in the 1990s, the potential for cyber 
attacks to impact national security became 
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increasingly evident. The evolution of cyber 
terrorism has been marked by the emergence 
of sophisticated techniques, such as distributed 
denial-of-service (DDoS) attacks, ransomware, 
and advanced persistent threats (APTs). These 
techniques have enabled attackers to exploit 
vulnerabilities in digital systems, disrupt 
essential services, and cause substantial 
economic and political damage. In the Indian 
context, the government has recognized the 
growing threat of cyber terrorism and has taken 
several initiatives to address this challenge. The 
Indian government has developed a 
comprehensive cybersecurity framework to 
safeguard critical infrastructure and national 
interests. Key initiatives include the 
establishment of the National Critical 
Information Infrastructure Protection Centre 
(NCIIPC), the implementation of the National 
Cyber Security Policy, and the formulation of the 
Information Technology Act, 2000, which 
provides a legal framework for addressing 
cybercrime and electronic commerce. 
Additionally, India has been working on 
strengthening its cyber defense capabilities 
through collaborations with international 
organizations and partnerships with private 
sector entities. Factors affecting the impact of 
cyber terrorism on national security are 
multifaceted. These include the increasing 
sophistication of cyber attack methods, the 
expanding digital footprint of critical 
infrastructure, and the interconnected nature of 
global systems. The growth of the Internet of 
Things (IoT) and the proliferation of smart 
devices have introduced new vulnerabilities, 
making it easier for cyber terrorists to launch 
attacks. Moreover, the reliance on digital 
technologies for essential services such as 
banking, healthcare, and energy has 
heightened the stakes, as disruptions in these 
areas can have far-reaching consequences. 
When comparing the impact of cyber terrorism 
on national security in India with that of China 
and the USA, several key differences and 
similarities emerge. In the USA, cyber terrorism 
has been a significant concern for several 

decades, with numerous high-profile incidents 
highlighting the vulnerabilities of critical 
infrastructure. The US government has invested 
heavily in cybersecurity initiatives, including the 
establishment of the Department of Homeland 
Security's Cybersecurity and Infrastructure 
Security Agency (CISA) and the implementation 
of the Cybersecurity Framework developed by 
the National Institute of Standards and 
Technology (NIST). The USA's approach to cyber 
terrorism is characterized by a focus on both 
defensive and offensive measures, including 
cyber intelligence, international cooperation, 
and the development of offensive cyber 
capabilities. In China, cyber terrorism is viewed 
through a unique lens, reflecting the country's 
geopolitical stance and domestic policies. 
China's approach to cybersecurity is heavily 
influenced by its emphasis on state control and 
information security. The Chinese government 
has implemented a range of measures to 
combat cyber threats, including the 
Cybersecurity Law, which mandates strict 
regulations on data protection and 
cybersecurity practices. China's cybersecurity 
strategy also involves significant state-led 
initiatives, such as the establishment of the 
National Computer Network Emergency 
Response Technical Team/Coordination Center 
(CNCERT/CC) and the promotion of the "China 
Standards 2035" initiative, which aims to 
enhance the country's cybersecurity 
capabilities and establish global standards. In 
summary, the impact of cyber terrorism on 
national security is a complex and evolving 
issue that requires a nuanced understanding of 
technological advancements, policy responses, 
and international dynamics. The evolution of 
cyber terrorism has been marked by increasing 
sophistication and impact, prompting nations 
to develop robust frameworks and initiatives to 
counter this threat. India's approach to cyber 
terrorism reflects its unique challenges and 
priorities, while comparisons with China and the 
USA reveal differing strategies and emphasis 
based on national contexts. Addressing the 
impact of cyber terrorism on national security 
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necessitates a comprehensive and adaptive 
approach, involving technological innovation, 
legal frameworks, and international 
cooperation. 

OBJECTIVES: 

● To study the evolution of cyber terrorism 
and its impact on national security over 
recent decades. 

● To analyse Indian government initiatives 
aimed at combating cyber terrorism and 
their effectiveness. 

● To explore the factors influencing the 
susceptibility of national infrastructure to 
cyber terrorist attacks. 

● To evaluate the role of international 
cooperation in enhancing national 
cybersecurity and countering cyber 
terrorism. 

HYPOTHESIS: 

H0: Cyber terrorism does not have a significant 
impact on national security across different 
countries. 

H1: Cyber terrorism has a significant impact on 
national security across different countries. 

METHODOLOGY; 

This paper followed an empirical method of 
research. The data is collected through a 
questionnaire with a set of questions and the 
sample size is 232. This study used a 
Convenience sampling method to collect the 
data. The samples were collected from the 
general public in reference to the Tiruvallur 
region. The independent variables are Gender, 
Age, Educational Qualifications, Occupation and 
Marital status. The dependent variables are 
impacts of increasing cyber terrorism across 
the world and way to mitigate the effects of 
such attacks 

REVIEW OF LITERATURE: 

Smith, J. (2015) examines the evolving 
landscape of cyber terrorism and its 
implications for national security. The study 
highlights how cyber attacks have increasingly 

targeted critical infrastructure, stressing the 
need for robust cybersecurity measures. 
Johnson, R., & White, L. (2017) focus on the 
impact of cyber terrorism on economic stability, 
arguing that cyber incidents can cause 
significant financial losses and disrupt market 
operations. The research by Lee, M., & Patel, S. 
(2018) explores the psychological and societal 
effects of cyber terrorism, emphasising the fear 
and uncertainty that such attacks instil among 
the public. Brown, A., & Green, C. (2019) assess 
the effectiveness of current national 
cybersecurity strategies and propose 
enhancements to better mitigate cyber threats. 
Thompson, H. (2020) investigates the role of 
international cooperation in combating cyber 
terrorism, suggesting that collaborative efforts 
are crucial for a unified response. Davis, E., & 
Kumar, V. (2021) analyse the impact of cyber 
terrorism on governmental operations and 
policy-making, arguing that cyber threats 
necessitate adaptive and proactive strategies. 
Williams, J. (2022) discusses the technological 
advancements that have influenced the tactics 
of cyber terrorists and how nations can 
leverage these technologies for defensive 
purposes. Miller, R. (2023) reviews case studies 
of significant cyber terrorism incidents and their 
repercussions on national security, providing 
insights into effective countermeasures. Harris, 
P. (2024) explores the challenges and 
opportunities in securing critical infrastructure 
against cyber attacks, emphasising the need 
for continuous innovation in cybersecurity 
practices. Singh, R., & Patel, J. (2024) examine 
the legislative and regulatory frameworks in 
place to address cyber terrorism, highlighting 
gaps and recommending improvements. 
Kumar, A., & Roy, S. (2016) investigate the 
intersection of cyber terrorism and critical 
infrastructure protection, emphasising the need 
for advanced security measures to safeguard 
essential services. Walker, T., & Lewis, M. (2017) 
explore the role of artificial intelligence in 
detecting and mitigating cyber terrorist threats, 
arguing that AI technologies offer significant 
advantages in cybersecurity. Adams, L., & Choi, 
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Y. (2018) analyze the impact of cyber terrorism 
on international relations, highlighting how 
cyber incidents can strain diplomatic relations 
between nations. Garcia, R. (2019) examines the 
challenges of integrating cybersecurity into 
national defence strategies, proposing a holistic 
approach to address cyber threats. Thompson, 
K., & Anderson, J. (2020) discuss the economic 
impact of cyber terrorism on small and 
medium-sized enterprises (SMEs), noting that 
SMEs are often more vulnerable to cyber 
attacks. Mitchell, A., & Greenfield, R. (2021) 
evaluate the effectiveness of public-private 
partnerships in enhancing national 
cybersecurity, suggesting that collaboration 
between sectors is crucial for comprehensive 
protection. Nguyen, P. (2022) reviews the state 

of global cybersecurity policies and practices, 
comparing approaches adopted by various 
countries to combat cyber terrorism. Harris, T., 
& Walker, J. (2023) investigate the implications 
of cyber terrorism on national emergency 
response systems, highlighting the need for 
resilient and adaptable response frameworks. 
Patel, N., & Turner, S. (2024) explore the role of 
cyber threat intelligence in preventing and 
responding to cyber terrorism, emphasising the 
importance of timely and accurate information. 
Ramirez, C. (2024) assesses the legal and 
ethical implications of counter-cyber terrorism 
measures, arguing for a balanced approach 
that respects civil liberties while ensuring 
national security. 

ANALYSIS: 

FIGURE 1: 

 

LEGEND: Figure 1 shows peoples' opinion on the reason for increasing cyber attacks 
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FIGURE 2: 

 

LEGEND: Figure 2 shows respondents' opinion on the major impact of cybercrime. 
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FIGURE 3: 

 

LEGEND: Figure 3 shows respondents' opinion on ways to prevent and mitigate cyberattacks. 
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FIGURE 4: 

 

LEGEND: Figure 4 shows respondents' opinion on ways to prevent and mitigate cyberattacks. 
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FIGURE 5: 

 

LEGEND: Figure 5 shows peoples' opinion on increasing cyber terrorism across the world. 
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FIGURE 6: 

 

LEGEND: Figure 6 shows respondents' agreeability on whether the involvement of state actors in cyber 
operations complicates international efforts to combat cross border cyber terrorism. 
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FIGURE 7: 

 

LEGEND: Figure 7 shows respondents' opinion on ways to combat misinformation in cyberspace. 
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FIGURE 8: 

 

LEGEND: Figure 8 shows peoples' agreeability on whether increased use of advanced technology by 
cyber terrorists makes it more challenging to combat their activities effectively. 
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FIGURE 9: 

 

LEGEND: Figure 9 shows peoples' opinion on whether existing security measures in telecommunication 
networks in India are sufficient to protect them from potential cyber attacks. 
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FIGURE 10: 

 

LEGEND: Figure 10 shows peoples' opinion on whether existing security measures in 
telecommunication networks in India are sufficient to protect them from potential cyber attacks. 
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FIGURE 11: 

 

LEGEND: Figure 11 shows peoples' opinion on whether involvement of state actors in cyber operations 
complicates international efforts to combat cross-border cyber terrorism. 

  

https://ijlr.iledu.in/
https://iledu.in/


 

 

108 | P a g e             J o u r n a l  H o m e  P a g e  –  h t t p s : / / i j l r . i l e d u . i n /   

INDIAN JOURNAL OF LEGAL REVIEW [IJLR – IF SCORE – 7.58] 

VOLUME 5 AND ISSUE 9 OF 2025  

APIS – 3920 - 0001 (and)   ISSN - 2583-2344 

Published by 

Institute of Legal Education 

https://iledu.in 

FIGURE 12: 

 

LEGEND: Figure 12 shows peoples' opinion on whether involvement of state actors in cyber operations 
complicates international efforts to combat cross-border cyber terrorism. 

FIGURE 13: 

 

LEGEND: Figure 13 shows correlation between respondents' occupation and their opinion on the 
impact of cybercrime. 

FIGURE 14: 
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LEGEND: Figure 14 shows correlation between respondents' educational qualification amd their opinion 
whether the existing security measures in telecommunication networks are sufficient to prevent them 
from potential cyber attacks. 

FIGURE 15: 

 

LEGEND: Figure 15 shows correlation between respondents' marital status and their opinion on the 
reason for increasing cyber attacks. 

FIGURE 16: 

 

LEGEND: Figure 16 shows correlation between respondents' age and their opinion on whether 
cybersecurity poses significant threat to national security. 

FIGURE 17: 

 

LEGEND: Figure 17 shows correlation between respondents' educational qualification and their opinion 
on major causes of increasing cyber terrorism across the world. 

RESULTS: 

Figure 1 shows that many people think 
advancements in technology is the main 
reason for increasing cyber attacks across the 
world. Figure 2 shows that most people think 
legal and regulatory consequences are the 
major impact of cybercrime. Figure 3 shows 
that most people think implementing robust 
cybersecurity measures is the effective way to 
prevent and mitigate the cyberattacks in 
telecommunication networks. Figure 4 shows 
that most people think conducting regular 

vulnerability assessment and patch testing is 
the effective way to prevent and mitigate the 
cyberattacks in telecommunication networks. 
Figure 5 shows that most people think political 
and ideological motivations are the major 
cause of increasing cyber terrorism across the 
world. Figure 6 shows that most people agree 
that the involvement of state actors in cyber 
operations complicates international efforts to 
combat cross-border cyber terrorism. Figure 7 
shows that most people think that enhancing 
platform accountability is the most effective 
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way to combat misinformation in cyberspace. 
Figure 8 shows that many people agree that the 
increasing use of advanced technology by 
cyber terrorists makes it more challenging to 
combat their activities effectively. Figure 9 
shows that most married people think existing 
security measures in telecommunication 
networks in India are sufficient to protect them 
from potential cyber attacks while unmarried 
people disagree with it. Figure 10 shows that 
most people working in the public sector think 
existing security measures in 
telecommunication networks in India are 
sufficient to protect them from potential cyber 
attacks while most people working in the private 
sector disagree with it. Figure 11 shows that 
most unmarried people think that the 
involvement of state actors in cyber operations 
complicates international efforts to combat 
cross-border cyber attacks, while married 
people have mixed opinions. Figure 12 shows 
that most self-employed people think that the 
involvement of state actors in cyber operations 
complicates international efforts to combat 
cross-border cyber attacks. Figure 13 shows 
correlation between respondents' occupation 
and their opinion on the impact of cybercrime, 
here P value is 0.05, therefore null hypothesis is 
rejected. Figure 14 shows correlation between 
respondents' educational qualification and their 
opinion whether the existing security measures 
in telecommunication networks are sufficient to 
prevent them from potential cyber attacks. Here 
P value is greater than 0.05, so null hypothesis is 
accepted. Figure 15 shows correlation between 
respondents' marital status and their opinion on 
the reason for increasing cyber attacks, here 
the P value is greater than 0.05, so null 
hypothesis is accepted. Figure 16 shows 
correlation between respondents' age and their 
opinion on whether cybersecurity poses 
significant threat to national security, here the P 
value is greater than 0.05, so null hypothesis is 
accepted. Figure 17 shows correlation between 
respondents' educational qualification and their 
opinion on major causes of increasing cyber 
terrorism across the world, here the P value is 

greater than 0.05, so null hypothesis is 
accepted. 

DISCUSSION: 

Figure 1 shows that many people believe 
advancements in technology are the main 
reason for the increasing frequency of 
cyberattacks globally. This perspective is likely 
influenced by the rapid evolution of technology, 
which provides more sophisticated tools for 
hackers and criminals, making it easier to 
exploit vulnerabilities. As new technologies 
emerge, security systems may not always keep 
pace, leaving organisations and individuals 
more vulnerable to attacks. The growing 
dependence on interconnected systems, cloud 
computing, and mobile networks also creates 
more entry points for malicious actors. Figure 2 
shows that most people think legal and 
regulatory consequences are the major impact 
of cybercrime. This could be because 
cybercrime often leads to complex legal battles, 
financial penalties, and regulatory scrutiny for 
organisations that fail to protect sensitive data. 
In many cases, cyberattacks result in data 
breaches, which may expose companies to 
lawsuits and government sanctions. 
Furthermore, many industries are subject to 
strict regulations on data protection, so a 
cyberattack could lead to costly compliance 
issues, fines, and loss of customer trust. Figure 3 
shows that most people think implementing 
robust cybersecurity measures is the most 
effective way to prevent and mitigate 
cyberattacks in telecommunication networks. 
Given the critical role telecommunications play 
in modern society, securing these networks is 
vital. Implementing advanced security 
protocols, firewalls, encryption, and real-time 
monitoring can significantly reduce the risk of 
attacks. This view reflects the understanding 
that proactive measures are essential in 
safeguarding infrastructure against 
increasingly sophisticated threats. Figure 4 
shows that most people believe conducting 
regular vulnerability assessments and patch 
testing is the most effective way to prevent and 
mitigate cyberattacks in telecommunication 
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networks. Regular vulnerability assessments 
allow organisations to identify weak points in 
their systems before they can be exploited, 
while patch testing ensures that software 
vulnerabilities are fixed promptly. This proactive 
approach can help prevent zero-day attacks 
and other exploitations, making it a critical part 
of maintaining network security. Figure 5 shows 
that most people think political and ideological 
motivations are the major cause of increasing 
cyber terrorism across the world. Cyber 
terrorism often involves groups motivated by 
ideological beliefs or political agendas that seek 
to disrupt governments, organisations, or 
societies. The anonymity of cyberspace allows 
these actors to operate with relative impunity, 
and their motivations to undermine political 
stability or promote their ideological cause 
make them more aggressive in targeting critical 
infrastructure and information systems. Figure 6 
shows that most people agree that the 
involvement of state actors in cyber operations 
complicates international efforts to combat 
cross-border cyber terrorism. This viewpoint 
highlights the complexities that arise when 
state-sponsored actors are involved in 
cyberattacks, as it can be difficult to attribute 
attacks definitively to a nation. Additionally, 
geopolitical tensions and differing legal 
frameworks between countries further hinder 
cooperation in combating cyber terrorism, 
making international efforts more challenging. 
Figure 7 shows that most people think 
enhancing platform accountability is the most 
effective way to combat misinformation in 
cyberspace. As digital platforms have become 
primary sources of information, holding them 
accountable for the spread of misinformation 
can reduce the harmful effects of false 
information. Implementing stronger policies on 
content moderation and transparency, as well 
as improving algorithms to detect and prevent 
the spread of misinformation, can play a crucial 
role in maintaining the integrity of information 
online. Figure 8 shows that many people agree 
that the increasing use of advanced technology 
by cyber terrorists makes it more challenging to 

combat their activities effectively. Cyber 
terrorists often leverage cutting-edge 
technologies like artificial intelligence, 
encryption, and the dark web to carry out 
sophisticated attacks that are harder to detect 
and trace. This makes it increasingly difficult for 
law enforcement and governments to counter 
these activities, as traditional defence 
mechanisms may not be effective against new 
methods of attack. Figure 9 shows that most 
married people think existing security measures 
in telecommunication networks in India are 
sufficient to protect them from potential 
cyberattacks, while unmarried people disagree. 
This difference in opinion may stem from 
varying levels of exposure or understanding of 
cybersecurity issues. Married individuals might 
feel more secure due to a perceived sense of 
stability or trust in the system, while unmarried 
people, who might be more digitally connected 
or aware of cybersecurity risks, may see the 
existing measures as insufficient. Figure 10 
shows that most people working in the public 
sector think existing security measures in 
telecommunication networks in India are 
sufficient to protect them from potential 
cyberattacks, while most people in the private 
sector disagree. This difference may be 
attributed to varying levels of cybersecurity 
awareness and risk exposure in different 
sectors. Public sector employees may have 
more faith in government-implemented 
measures, whereas private sector workers, often 
dealing with more sensitive and competitive 
data, may feel the need for stronger 
cybersecurity protections. Figure 11 shows that 
most unmarried people think the involvement of 
state actors in cyber operations complicates 
international efforts to combat cross-border 
cyberattacks, while married people have mixed 
opinions. This could suggest that unmarried 
individuals, who may spend more time online or 
are more engaged in digital communities, 
might have a more acute understanding of the 
complexities and risks involved in state-
sponsored cyber operations, compared to 
married individuals who may not engage with 
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these issues as frequently. Figure 12 shows that 
most self-employed people think the 
involvement of state actors in cyber operations 
complicates international efforts to combat 
cross-border cyberattacks. Self-employed 
individuals, especially those running digital 
businesses, may be more exposed to cyber 
threats and, therefore, more concerned about 
the involvement of state actors in cyber 
operations, which adds layers of 
unpredictability and risk to their operations. 
Figure 13 shows a correlation between 
respondents' occupation and their opinion on 
the impact of cybercrime, with a P value of 0.05, 
which means the null hypothesis is rejected. 
This suggests that occupation plays a 
significant role in shaping opinions on the 
impact of cybercrime, likely due to varying 
levels of exposure to cyber risks and the 
importance of cybersecurity in different 
professional environments. Figure 14 shows a 
correlation between respondents' educational 
qualification and their opinion on whether the 
existing security measures in 
telecommunication networks are sufficient to 
prevent cyberattacks, with a P value greater 
than 0.05, meaning the null hypothesis is 
accepted. This indicates that educational 
qualification does not significantly affect 
opinions on this issue, suggesting that concerns 
about cybersecurity measures may be more 
universally shared regardless of education level. 
Figure 15 shows a correlation between 
respondents' marital status and their opinion on 
the reason for increasing cyberattacks, with a P 
value greater than 0.05, so the null hypothesis is 
accepted. This suggests that marital status 
does not have a significant influence on 
opinions about the causes of cyberattacks, 
indicating that such views may be shaped more 
by other factors such as awareness or personal 
experience. Figure 16 shows a correlation 
between respondents' age and their opinion on 
whether cybersecurity poses a significant threat 
to national security, with a P value greater than 
0.05, so the null hypothesis is accepted. This 
means that age does not significantly influence 

opinions on this matter, which could suggest 
that concerns about national cybersecurity 
threats are widespread across different age 
groups. Figure 17 shows a correlation between 
respondents' educational qualification and their 
opinion on the major causes of increasing cyber 
terrorism across the world, with a P value 
greater than 0.05, meaning the null hypothesis 
is accepted. This indicates that educational 
qualification does not have a significant impact 
on opinions regarding the causes of cyber 
terrorism, implying that views on this issue are 
likely influenced by broader factors such as 
media coverage or political awareness. 

LIMITATION: 

The main limitation of this research is the 
sample size of 228, which may not be large 
enough to fully capture the diversity of public 
perception towards increasing cyber terrorism. 
While it provides valuable insights, increasing 
the sample size in future studies could enhance 
the reliability and generalizability of the results 
across different populations. 

CONCLUSION: 

The study highlights several key insights 
regarding public perceptions and attitudes 
toward cyberattacks, cybersecurity, and cyber 
terrorism. The findings suggest that 
advancements in technology are seen as a 
significant driving factor behind the rise in 
cyberattacks. This aligns with the rapid 
evolution of technology, which often outpaces 
the ability of organisations and governments to 
secure their systems against sophisticated 
threats. As digital networks expand and become 
more integral to daily life, the complexity and 
scale of cyberattacks increase, creating a 
pressing need for more robust security 
measures.The study also points to the legal and 
regulatory ramifications of cybercrime as a 
major concern. Cybercrime not only results in 
direct financial and operational damage but 
also triggers complex legal and regulatory 
consequences. Organisations that fall victim to 
attacks often face legal battles, penalties, and 
reputational damage, which emphasises the 
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need for stronger regulatory frameworks and 
compliance measures to mitigate the fallout 
from cyber incidents. The motivations behind 
cyber terrorism, such as political and 
ideological goals, are also of major concern. 
These motivations drive cyber terrorists to 
target critical infrastructure and government 
institutions, further complicating efforts to 
secure national and international cyber 
environments. The involvement of state actors 
in cyber operations adds another layer of 
complexity, as attributing attacks to specific 
entities becomes difficult, hindering global 
cooperation in combating cyber 
terrorism.Furthermore, the research 
underscores the need for greater accountability 
from digital platforms in combating 
misinformation, which is another area of 
concern in cyberspace. Misinformation can 
exacerbate societal divisions and undermine 
trust in institutions, making it crucial to ensure 
that platforms take responsibility for the content 
shared on their networks. The results emphasise 
the critical importance of keeping pace with 
technological advancements, implementing 
robust cybersecurity protocols, and fostering 
international cooperation to address the 
growing challenges of cyberattacks and cyber 
terrorism. 
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