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ABSTRACT 

The swift growth of digital technologies and communication platforms in India has led to a dramatic 
surge in cyber crimes. Offences such as online financial fraud, phishing, cyber stalking, digital 
harassment, and even complex forms of cyber terrorism have made cyberspace increasingly 
vulnerable to criminal misuse. The inherently global and fluid nature of the internet presents serious 
obstacles for conventional legal and investigative systems. 

This paper seeks to provide a comprehensive evaluation of the current cyber crime scenario in India. 
It focuses on the evolving trends in cyber offences and critically analyzes the legal mechanisms 
designed to counter them. Special attention is given to the functions and effectiveness of law 
enforcement bodies such as dedicated cyber units, forensic departments, and specialized 
investigative teams, evaluating their readiness, technical know-how, and challenges in managing 
cyber evidence and online criminal networks. 

The research also brings to light major hurdles including jurisdictional complications, a lack of 
advanced training for law enforcement personnel, limited digital awareness among citizens, and 
weak international collaboration. Utilizing a doctrinal and analytical methodology, the paper assesses 
significant laws like the Information Technology Act, 2000, along with relevant sections of the Indian 
Penal Code, while also reflecting on new developments like the Digital Personal Data Protection Act, 
2023. 

Ultimately, the study suggests actionable reforms aimed at enhancing investigative efficiency, 
modernizing cyber policing infrastructure, and fostering better coordination—both nationally and 
globally—to build a resilient cyber security and crime prevention framework in India. 

KEYWORD - Cyber Crime,Cyber Law in India,Information Technology Act, 2000,Law Enforcement, Cyber 
Investigation, Digital Forensics, Phishing and Online Fraud, Cyber Stalking and Harassment Data 
Protection Act, 2023, Jurisdictional Challenges, International Cooperation, Cyber Security, 
Infrastructure Digital Evidence ,Cyber Terrorism ,Cyber Crime Trends. 

 

INTRODUCTION 

In recent years, India has witnessed a 
remarkable surge in digital adoption, driven by 
advancements in technology, increased 
internet accessibility, and the rapid digitization 

of services across sectors. While this digital 
transformation has opened up unprecedented 
avenues for growth and innovation, it has also 
given rise to a parallel surge in cyber crimes. 
From financial frauds and identity thefts to 
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cyberbullying and ransomware attacks, cyber 
threats have become more complex and 
pervasive, posing a significant risk to 
individuals, businesses, and the nation’s 
security.8 

The dynamic and borderless nature of cyber 
crime presents unique challenges for law 
enforcement agencies. Unlike traditional crimes, 
cyber offences often involve anonymous 
perpetrators, encrypted communications, and 
international jurisdictions, making detection, 
investigation, and prosecution extremely 
difficult. Moreover, the pace at which 
technology evolves frequently outstrips the 
capabilities of existing legal frameworks and 
enforcement mechanisms, creating a 
substantial gap in the fight against cyber 
crime.9 

In India, although the Information Technology 
Act, 2000, and various provisions under the 
Indian Penal Code (IPC) provide a legal basis to 
address cyber offences, the effectiveness of 
these laws largely depends on the capacity of 
investigative agencies to implement them. The 
lack of specialized training, limited technical 
resources, inadequate coordination among 
various stakeholders, and jurisdictional issues 
further exacerbate the situation.10 Additionally, 
there exists a critical need to update and 
strengthen existing laws and ensure that law 
enforcement personnel are equipped with the 
necessary tools and expertise to deal with the 
sophisticated nature of cyber crime. 

This research aims to critically analyze the 
current legal framework governing cyber crime 
in India, the role and preparedness of law 
enforcement agencies in tackling such 
offences, and the challenges they face in the 
process. By examining both legislative 
provisions and practical enforcement 
mechanisms, the study seeks to highlight 

                                                           
8 Ministry of Electronics and Information Technology (MeitY), Digital India 
Programme Overview, Government of India, https://www.digitalindia.gov.in 
9 Sharma, R. (2021). "The Evolving Nature of Cyber Threats and the Legal Challenges 
in India", Journal of Cyber Security Law, Vol. 4(2), pp. 45–59. 
10 Bansal, R. & Mehta, K. (2022). "Law Enforcement and Cyber Crime in India: 
Capacity, Coordination, and Challenges", Indian Journal of Criminology, Vol. 
50(1), pp. 88–104. 

existing gaps and propose viable solutions to 
enhance the overall effectiveness of cyber 
crime investigation in India.11 

1. Objectives of the Study  

Understanding the Nature and Trends of Cyber 
Crime in India 

o Analyze various forms of cyber 
crimes like fraud, hacking, stalking, and 
ransomware. 

o Study emerging threats such as 
crypto scams, deepfakes, and AI phishing. 

o Examine statistical, geographical, 
and demographic trends using official data to 
assess the scale and impact of cyber crimes.12 

1.2 Analyzing the Role of Law Enforcement 
Agencies 

o Evaluate the structure, training, 
and effectiveness of cyber crime cells and 
central agencies like CBI and CERT-In. 

o Assess investigation techniques, 
digital evidence handling, and inter-agency 
coordination, including international 
cooperation. 

o Review public access to 
complaint mechanisms such as the National 
Cyber Crime Reporting Portal.13 

1.3 Identifying Challenges in Cyber Crime 
Investigation 

Highlight gaps like inadequate training, poor 
infrastructure, jurisdictional issues, and legal 
hurdles. 

Understand victim reluctance, procedural 
delays, and challenges in cross-border data 
access. 

Address legislative overlaps between IPC and 
the IT Act. 

 
                                                           
11 Internet Freedom Foundation (IFF), "Reforming India's Cyber Crime Laws: A 
Need for Modernization and Training", Policy Brief, 2023. 
https://internetfreedom.in 
12 Cyber Crime Reporting Portal, Ministry of Home Affairs, Government of 
India, available at https://www.cybercrime.gov.in/. 
13 : National Investigation Agency Act, 2008, No. 34 of 2008, Acts of 
Parliament, India, available at https://www.indiacode.nic.in. 
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1.4 Proposing Suggestions for 
Improvement 

Recommend capacity building, infrastructure 
enhancement, and legal reforms. 

Advocate for better coordination, awareness 
campaigns, and public-private partnerships. 
Emphasize the need for a faster and more 
efficient cyber crime response system. 

2. Legal Framework in India for Cyber Crimes . 

India has developed a multifaceted legal 
framework to address the growing challenges 
of cyber crime. This framework comprises a 
combination of specialized cyber laws, general 
criminal laws, and sector-specific regulations to 
ensure a comprehensive legal response. The 
key legislations are discussed below: 

2.1 The Information Technology Act, 2000 (IT 
Act) 

The Information Technology Act, 2000, is the 
cornerstone of cyber law in India. Enacted to 
provide legal recognition to electronic 
transactions and combat cyber threats, it was 
later amended in 2008 to incorporate emerging 
cyber offenses. 

Key provisions include: 

 Section 66 – Covers hacking, 
unauthorized access, and data theft. Punishes 
any person who dishonestly or fraudulently 
damages, deletes, alters, or disrupts any data or 
computer network. 

 Section 66C – Pertains to identity theft 
involving the fraudulent or dishonest use of 
electronic signatures, passwords, or other 
unique identification features. 

 Section 66D – Penalizes cheating by 
personation using a computer resource, 
commonly applied in phishing, fake job scams, 
and fraudulent online impersonation. 

 Section 67, 67A & 67B – Deal with 
publication or transmission of obscene material 
in electronic form. 

o 67: Obscenity in general 

o 67A: Sexually explicit content 

o 67B: Child sexually abusive 
material 

 Section 70 – Designates certain systems 
as Critical Information Infrastructure (CII), such 
as systems related to defense, banking, or 
public utilities, and provides for their protection. 

 Sections 71 to 72A – Deal with the breach 
of confidentiality and privacy of personal 
information accessed by service providers, 
intermediaries, or officials. 

 Section 79 – Provides “safe harbor” to 
intermediaries like social media platforms, 
subject to them following due diligence and 
content takedown obligations. 

The IT Act also empowers the government to 
issue directives to block public access to certain 
websites (Section 69A) and intercept, monitor 
or decrypt information under specified 
conditions (Section 69).14 

2.2 Indian Penal Code (IPC), 1860 

Although the IT Act is the primary cyber 
legislation, the Indian Penal Code (IPC) 
complements it by covering broader criminal 
behavior, even when committed through digital 
means. Important sections include:15 

 Section 420 – Cheating and dishonestly 
inducing delivery of property. Frequently 
invoked in cases of online banking fraud, e-
commerce scams, and crypto investment 
frauds. 

 Section 463/465 – Deals with forgery of 
electronic records. 

 Section 499 – Criminal defamation, 
applicable in cases of reputation damage 
through social media or email. 

 Section 500 – Punishment for 
defamation. 

 Section 503/506 – Criminal intimidation, 
often applicable in cyberstalking or threatening 

                                                           
14 The Information Technology Act, 2000 
15 Indian Penal Code (IPC), 1860 

https://ijlr.iledu.in/
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The Information Technology Act, 
2000messages. 

 Section 507 – Criminal intimidation 
through anonymous communication, 
commonly invoked in cases involving 
threatening emails, fake profiles, or hidden 
phone numbers. 

 Section 354D – Specifically addresses 
stalking, including cyberstalking, where a man 
follows a woman’s online activity persistently 
and without consent. 

Thus, IPC provisions act as a supplementary 
legal mechanism to ensure that even if certain 
acts are not directly covered under the IT Act, 
they do not go unpunished. 

2.3 Other Relevant Legislations 

The Companies Act, 2013 

This law provides for the accountability of 
company officers in cases involving data 
breach, cyber fraud, or manipulation of financial 
information using electronic means. 

 Section 447 – Deals with corporate 
fraud, which can encompass data manipulation 
or unauthorized system access.16 

The Indian Evidence Act, 1872 (Amended) 

With digital evidence becoming central to cyber 
crime prosecution, the Evidence Act has been 
amended to incorporate: 

 Section 65A & 65B – Provide for the 
admissibility of electronic records as evidence, 
subject to certain conditions like certification. 

 These provisions are vital in proving 
offenses involving emails, call records, CCTV 
footage, and digital documents.17 

The National Investigation Agency Act, 2008 

This act empowers the NIA to investigate major 
cyber terrorism cases that threaten national 
security or involve international actors. 

 

                                                           
16 The Companies Act, 2013 
17 The Indian Evidence Act, 1872 

The Personal Data Protection Bill (Pending) 

Though not yet enacted (as of 2025), this bill 
seeks to regulate the collection, storage, and 
processing of personal data, thereby reducing 
cyber breaches and enhancing accountability.18 

3. Role of Law Enforcement Agencies 

The effective investigation and prosecution of 
cyber crimes in India heavily rely on the 
coordinated efforts of law enforcement 
agencies at both the state and central levels. 
Given the growing complexity and transnational 
nature of cyber offences, specialized 
mechanisms have been put in place to address 
these challenges.19 

3.1 Cyber Crime Cells at the State Level 

Most Indian states and Union Territories have 
established dedicated cyber crime cells within 
their police departments. These specialized 
units are tasked with handling offences such as 
online financial fraud, identity theft, 
unauthorized access to computer systems, 
cyberstalking, phishing, ransomware attacks, 
and abuse of social media platforms. These 
cells are generally staffed with officers who 
possess technical knowledge and are trained in 
the nuances of cyber law and investigation. In 
metropolitan cities like Delhi, Mumbai, 
Bengaluru, and Hyderabad, cyber police 
stations have been set up with modern 
infrastructure to ensure quick redressal of 
complaints and speedy investigations.20 

Key features: 

 Prompt registration of First Information 
Reports (FIRs) related to cyber offences. 

 Collaboration with banks, telecom 
providers, and internet service providers (ISPs). 

 Public awareness programs to educate 
citizens about cyber safety. 

3.2 Role of Central Agencies 

In addition to state-level mechanisms, several 
                                                           

18 The Personal Data Protection Bill (Pending) 
19 Ministry of Home Affairs, Government of India, Cyber Crime Investigation 
Manual (2019), p. 5. 
20 Delhi Police, Cyber Cell Annual Report (2022). 
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central agencies play a pivotal role in tackling 
cyber crime across the country: 

 Central Bureau of Investigation (CBI): 
The CBI has a dedicated Cyber Crime 
Investigation Division that deals with complex 
cases involving organized cyber criminal 
networks, cross-border offences, and matters 
referred by higher courts or the central 
government. 

 National Cyber Crime Reporting Portal 
(https://cybercrime.gov.in): This initiative under 
the Ministry of Home Affairs provides a 
nationwide platform for citizens to report cyber 
crimes online. It allows victims to lodge 
complaints, especially related to cyber crimes 
against women and children, with the option of 
anonymity and confidentiality.21 

 Indian Computer Emergency Response 
Team (CERT-In): Functioning under the Ministry 
of Electronics and Information Technology 
(MeitY), CERT-In is the nodal agency responsible 
for managing and responding to cyber security 
incidents in the country. It issues advisories, 
monitors threats, and coordinates responses 
during cyber attacks, ensuring the protection of 
critical information infrastructure.22 

3.3 Cyber Forensics and Capacity Building 

As cyber criminals continue to adopt 
sophisticated techniques, the use of cyber 
forensics has become essential for effective law 
enforcement. Digital forensics involves the 
identification, preservation, extraction, analysis, 
and documentation of digital evidence that can 
be presented in courts of law. 

To enhance investigative capabilities: 

 Police academies and training institutes 
now offer courses in cyber law, digital forensics, 
and ethical hacking. 

 Collaboration with technical experts and 
private cyber security firms has become more 
common. 

 Advanced tools like EnCase, FTK, 
                                                           
21 Ministry of Home Affairs, Citizen Cyber Crime Reporting Portal Overview, 2023. 
22 CERT-In, Roles and Responsibilities, MeitY, Government of India. 

Cellebrite, and others are being used to analyze 
data from digital devices such as computers, 
mobile phones, and storage media. 

Furthermore, the National Police Academy and 
other regional training centers conduct 
workshops to equip police personnel with skills 
necessary to tackle emerging cyber threats.23 

4. Challenges Faced in Cyber Crime 
Investigation 

While the Indian law enforcement agencies 
have made significant strides in combating 
cyber crime, there remain numerous challenges 
that hinder the effective investigation and 
prosecution of these offences. These challenges 
range from a lack of technical expertise to 
jurisdictional issues, which complicate the 
process of bringing cyber criminals to justice.24 

4.1 Lack of Technical Expertise 

One of the primary obstacles in the 
investigation of cyber crimes is the significant 
gap in technical expertise among many law 
enforcement personnel. Cyber crimes often 
involve sophisticated methods and require a 
deep understanding of both technology and the 
legal framework surrounding digital evidence. 
However, many police officers, especially in 
smaller towns and rural areas, have limited 
training in cyber crime investigation and digital 
forensics. 

 Training Deficiencies: Despite efforts to 
train officers in cyber law and forensic 
techniques, the rapidly evolving nature of cyber 
threats means that many officers are not 
adequately prepared to deal with new forms of 
cyber crime. Furthermore, there is a lack of 
specialized personnel who can handle complex 
cyber investigations. 

 Need for Continuous Education: Cyber 
crime investigation requires constant updating 
of skills to keep pace with the evolving 
technology. Officers are often unprepared to 

                                                           
23 Sardar Vallabhbhai Patel National Police Academy, Course Curriculum: Cyber 
Crime and Forensics, 2023. 
 
24 Ministry of Home Affairs, Cyber Crime Investigation Manual, 2019, p. 12. 
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use advanced digital forensics tools, making it 
harder to collect, preserve, and analyze digital 
evidence accurately.25 

4.2 Jurisdictional Issues 

Cyber crimes often transcend geographical 
boundaries, both within India and 
internationally, making jurisdictional issues one 
of the most challenging aspects of cyber crime 
investigations. The anonymity of the internet 
allows criminals to operate from any part of the 
world, which complicates the identification and 
apprehension of suspects. 

 Multiple Jurisdictions: Cyber crime can 
involve multiple states or countries, leading to 
conflicts regarding which jurisdiction should 
take the lead in investigating a case. For 
example, a cyber fraud that involves 
perpetrators in one state and victims in another 
can result in delays as agencies from different 
jurisdictions must coordinate. 

 International Cooperation: When cyber 
crimes involve foreign countries, law 
enforcement must navigate complex 
international legal frameworks. The lack of 
uniformity in cyber crime laws across countries 
further complicates the investigation process. 
Mutual legal assistance treaties (MLATs) are 
often slow and cumbersome, causing delays in 
obtaining necessary evidence from foreign 
entities. 

 Data Localization and Privacy Laws: 
Different countries have varying laws regarding 
data privacy and the storage of information, 
which can make it difficult to obtain digital 
evidence stored on foreign servers.26 

4.3 Delay in Evidence Collection 

The collection of digital evidence is one of the 
most time-sensitive aspects of cyber crime 
investigations. However, law enforcement 
agencies often face significant delays in 
accessing digital evidence due to various legal 
and logistical barriers. 

                                                           
25 NCRB, Crime in India 2022 – Chapter on Training and Capacity Building. 
26 Data Security Council of India (DSCI), Cross-border Data Access and Privacy 
Report, 2023. 

 Cloud Storage: A major challenge arises 
from data stored in cloud services, which are 
often hosted by foreign companies like Google, 
Microsoft, or Amazon. Obtaining access to such 
data requires compliance with international 
regulations and often involves a lengthy 
process of obtaining a court order or making a 
formal request to the company. 

 Data Privacy Laws: In many cases, cloud 
service providers are bound by stringent data 
protection laws that govern the jurisdiction in 
which their data centers are located. These 
regulations can delay the process of obtaining 
critical evidence, as requests for data access 
are subject to foreign legal requirements. 

 Unavailability of Real-Time Data: Cyber 
crimes such as hacking or phishing often 
involve real-time data transfer. By the time law 
enforcement is able to collect this data, it may 
have been erased or altered by the 
perpetrators, making it challenging to establish 
a clear chain of evidence.27 

4.4 Poor Infrastructure 

Despite the growing awareness of cyber crimes, 
India continues to face infrastructural 
challenges that impede effective investigation. 
The lack of modern tools, trained personnel, and 
dedicated forensic laboratories is a significant 
roadblock. 

 Limited Forensic Labs: India has a 
limited number of digital forensics laboratories 
that are equipped to handle the large volume of 
cyber crime cases. These labs are often 
underfunded and overstretched, leading to 
backlogs and delays in processing critical 
evidence. 

 Lack of Advanced Tools: Forensic 
investigations require specialized software and 
tools to analyze digital devices and networks. 
Many law enforcement agencies, especially in 
rural or less-developed areas, do not have 
access to the necessary tools to perform 
thorough investigations. 

                                                           
27 International Association of Chiefs of Police (IACP), “Challenges in 
Preserving Digital Evidence,” 2020. 
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 Infrastructure Gaps in Smaller 
Jurisdictions: While larger metropolitan cities 
may have better cyber crime infrastructure, 
smaller towns and rural areas are often ill-
equipped to handle digital investigations. This 
creates disparities in the ability to respond to 
cyber crimes across different regions.28 

4.5 Low Awareness among the Public 

Public awareness about cyber crime reporting 
mechanisms is another significant challenge in 
the fight against cyber crime. Many victims of 
cyber crimes are unaware of how to report 
incidents or the legal recourse available to 
them. Additionally, the stigma associated with 
cyber crimes, such as online harassment or 
financial fraud, may discourage victims from 
coming forward. 

 Lack of Awareness: A large segment of 
the population is not aware of the different 
forms of cyber crime, such as online fraud, 
phishing, or identity theft. As a result, victims 
often fail to recognize the signs of cyber crime 
until significant damage has been done. 

 Fear of Social Stigma: Victims of online 
harassment, cyber bullying, or financial fraud 
may be hesitant to report the crime due to fear 
of judgment or social stigma. This reluctance to 
report crimes exacerbates the underreporting 
of incidents and reduces the chances of 
successful investigation.29 

 Difficulty in Accessing Reporting 
Platforms: While the National Cyber Crime 
Reporting Portal (https://cybercrime.gov.in) 
offers a centralized platform for reporting cyber 
crimes, many people still find it difficult to 
navigate online reporting systems or may lack 
access to the internet altogether. 

5. Case Studies 

Examining real-life case studies of cyber crime 
investigations highlights the complexity and 
challenges faced by law enforcement agencies 

                                                           
28 Observer Research Foundation (ORF), “Digital Policing in Tier-2 Cities”, 
Policy Brief, 2022. 
29 Economic Times, “Victims Avoid Reporting Online Harassment Due to 
Shame”, 2023. 

in dealing with such offences. These case 
studies offer insight into the methods used by 
cyber criminals and how investigative agencies 
have responded to such crimes, often in 
collaboration with private entities and 
international agencies. 

5.1 ATM Cloning Fraud (Delhi, 2019) 

In 2019, Delhi witnessed a widespread case of 
ATM card cloning that resulted in significant 
financial losses for several victims. The cyber 
criminals used illegal skimming devices to clone 
ATM cards and capture sensitive information, 
including Personal Identification Numbers 
(PINs). This data was then used to siphon off 
large amounts of money from victim 
accounts.30 

Details of the Investigation: 

 Skimming Devices: The criminals 
installed skimming devices on ATMs that 
captured card information when customers 
inserted their cards. The devices were 
sophisticated and could record card details 
without the victim's knowledge. The criminals 
used hidden cameras to capture PINs.31 

 Coordination with Banks: The 
investigation required extensive collaboration 
between law enforcement agencies and banks 
to track the stolen funds. The police worked with 
bank authorities to trace the financial 
transactions made using the cloned cards. 
Investigators had to delve into transaction 
histories and examine suspicious activity 
patterns.32 

 Forensic Expertise: Digital forensics 
played a crucial role in tracking down the 
criminals. Forensic experts analyzed the 
compromised ATM machines and retrieved 
data from the skimming devices. They used this 
data to identify the suspects and establish a 
connection to several other similar frauds 
across the city.33 

                                                           
30 The Times of India, “Delhi: ATM Cloning Racket Busted”, Aug 2019 
31 Reserve Bank of India Circular, “Guidelines on ATM Security”, 2018. 
32 Press Trust of India, “Digital Forensics Aid ATM Skimming Probe”, 2019. 
33 Hindustan Times, “ATM Skimming Gang Operated Across 5 States”, 2019 
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 Arrest and Prosecution: After months of 
investigation, a group of individuals was 
arrested, who were found to be involved in a 
nationwide network of ATM frauds. The criminals 
were using counterfeit cards to withdraw 
money from various ATMs across different 
states. The case was significant for its scale and 
the use of technology in committing the crime, 
highlighting the challenges of investigating 
such advanced forms of fraud. 

5.2 Bulli Bai App Case (2022) 

The "Bulli Bai" app case of 2022 was a notorious 
incident that brought the issue of online 
harassment and cyberbullying to the forefront. 
This app was created to auction Muslim women, 
particularly activists and journalists, in an 
attempt to demean and degrade them. The 
app, which was hosted on the GitHub platform, 
allowed users to "buy" these women as part of a 
shocking online auction. 

Details of the Investigation: 

 Digital Footprints: The investigation into 
the Bulli Bai app began with the identification of 
the platform hosting the auction. Police traced 
digital footprints back to social media accounts, 
where the app's creators and promoters were 
active. Investigators used various forensic 
techniques to track the IP addresses and other 
digital identifiers linked to the app's creators.34 

 Social Media Tracing: The police 
collaborated with social media platforms to 
trace the origins of the accounts involved in 
promoting the app. Social media activity, 
including posts, comments, and images, helped 
identify the perpetrators and build a case 
against them. 

 International Coordination: As the app's 
creators and promoters were using platforms 
that had international servers, the investigation 
also required coordination with global entities. 
GitHub, where the app was initially hosted, had 
to be contacted to provide data related to the 
app’s development and the users involved. 

                                                           
34  Indian Express, “Bulli Bai App: Police Use Tech to Track Creators”, Jan 
2022.   

 Arrests and Legal Actions: After tracing 
the digital footprints and confirming the 
identities of the accused, multiple arrests were 
made. The investigation revealed that the app 
was created by individuals who had been 
involved in similar activities in the past. This 
case highlighted the challenges law 
enforcement faces when dealing with 
international digital platforms and the need for 
stronger cyber laws.35 

5.3 The Sushant Singh Rajput Death Case 
(2020) 

In 2020, the tragic death of Bollywood actor 
Sushant Singh Rajput sparked widespread 
media attention and public debate. The 
investigation, while initially handled as a suicide, 
soon turned into a complex case involving 
cyber crimes, digital evidence, and social media 
manipulation. 

Details of the Investigation: 

 Data Breach and Hacking: During the 
investigation, police discovered that Rajput's 
phone had been hacked, and critical 
information related to his personal life, financial 
records, and social media accounts had been 
compromised. Investigators had to delve into 
the digital evidence on the actor's phone, 
emails, and social media accounts to establish 
a timeline of events leading up to his death.36 

 Social Media Analysis: Social media was 
a key component in the investigation, as various 
conspiracy theories and fake narratives were 
being spread about Rajput's death. 
Investigators traced the origin of these rumors 
and identified individuals who were spreading 
false information online. Social media platforms, 
including Twitter and Instagram, were used as a 
tool for investigation and for gathering digital 
evidence. 

 Coordinating with Forensic Experts: 
Digital forensics experts were brought in to 
analyze Rajput's phone data and the various 
accounts that were compromised. These 

                                                           
35 Bar and Bench, “Four Arrested in Bulli Bai Case,” 2022. 
36 NDTV, “Sushant Singh Rajput Phone Data Being Analyzed”, July 2020. 
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experts used sophisticated tools to retrieve 
deleted messages, emails, and media files that 
were crucial to the investigation. 

 Public Awareness and Legal 
Consequences: This case underscored the 
importance of digital evidence in high-profile 
criminal investigations and highlighted the role 
of social media in shaping public opinion. It also 
raised awareness about the increasing trend of 
cyber harassment and data breaches in 
personal and public spheres.37 

5.4 The Ketan Desai Case (2020) 

Dr. Ketan Desai, a prominent doctor, was 
implicated in a major cyber crime case 
involving the illegal sale of patient medical 
records on the dark web. Desai was accused of 
selling sensitive health data for monetary gain. 

Details of the Investigation: 

 Dark Web Transactions: The case 
revolved around the illegal sale of personal 
health information such as patient histories, 
prescriptions, and medical test results on the 
dark web. Investigators had to work with 
international law enforcement agencies to track 
the transactions and identify the buyers and 
sellers. 

 Forensic Analysis: Law enforcement 
agencies used digital forensics to track the sale 
of data and identify the individuals involved. 
They worked with cybersecurity experts to trace 
the origins of the stolen medical records and 
uncover the network of criminals selling the 
information. 

 Collaboration with Private Sector: In this 
case, collaboration with private healthcare 
providers, hospitals, and cyber security firms 
was critical. Investigators coordinated with 
these stakeholders to trace the source of the 
data breach and prevent further dissemination 
of sensitive information. 

 Legal and Ethical Implications: The case 

                                                           
37  LiveLaw, “Impact of Digital Forensics in High-Profile Death 
Investigations”, 2021. 
 

raised serious concerns about data privacy in 
the healthcare sector and the ethical 
implications of selling sensitive information. 
Legal actions were taken against Desai and his 
associates, leading to arrests and a broader 
discussion about the protection of digital health 
records.38 

6. Recommendations and Suggestions 

The challenges associated with cyber crime 
investigations in India require a multifaceted 
approach that combines technological 
advancement, enhanced legal frameworks, 
international cooperation, and increased public 
awareness. Below are several key 
recommendations that can help address these 
challenges and improve the overall 
effectiveness of cybercrime investigations in 
India.39 

6.1 Capacity Building for Law Enforcement 

One of the foremost challenges in tackling 
cyber crimes is the lack of adequate training 
and expertise among law enforcement officers. 
As cyber crime becomes increasingly 
sophisticated, it is crucial that officers stay up-
to-date with the latest technologies and 
investigative techniques. 

Recommendations: 

 Regular Training Programs: Law 
enforcement agencies should implement 
continuous, specialized training programs in 
digital forensics, cyber crime investigation, and 
cyber security. These training programs should 
be provided at all levels, from the grassroots to 
senior officers, ensuring that personnel are 
equipped to handle the rapidly evolving nature 
of cyber threats. 

 Certification and Specialization: Officers 
should be encouraged to obtain certifications in 
cyber crime investigation and digital forensics 
from recognized institutions. This will ensure that 
a core group of highly skilled professionals is 
available to lead cyber crime cases. 

                                                           
38 ORF Report, “Health Data Protection and Ethics in India”, 2021. 
39 Ministry of Electronics and Information Technology, Cyber Security Strategy, 
2021. 
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 Collaboration with Academia and 
Industry: Law enforcement agencies should 
collaborate with academic institutions and 
cyber security firms to develop customized 
training programs. This partnership can bring in 
specialized knowledge and tools that can be 
directly applied to investigations.40 

6.2 Infrastructure Development 

The success of cyber crime investigations is 
significantly hindered by inadequate 
infrastructure, especially in smaller towns and 
rural areas. The creation of a robust 
infrastructure for handling digital crimes is 
crucial to improve investigative efficiency. 

Recommendations: 

 Establishment of Cyber Labs at the 
District Level: Cyber forensic laboratories 
should be established at the district level to 
provide law enforcement agencies with the 
necessary resources to process and analyze 
digital evidence quickly. These labs should be 
equipped with state-of-the-art forensic tools to 
ensure the efficient collection, preservation, and 
analysis of digital data. 

 Procurement of Advanced Forensic 
Tools: Investing in advanced digital forensics 
tools, such as disk imaging software, data 
recovery tools, and network monitoring systems, 
will enhance the capability of police officers to 
track, analyze, and recover crucial evidence 
from digital devices. 

 Dedicated Technical Personnel: Each 
police station, particularly in urban and semi-
urban areas, should have dedicated cyber 
crime units staffed with experts in digital 
forensics, cyber security, and data analysis. 
These units should be able to respond swiftly to 
cyber crime cases and handle them without 
external assistance.41 

6.3 Legislative Reforms 

The current legal framework, while a significant 
step forward, often lags behind the fast-paced 

                                                           
40 Nasscom-DSCI Report on Cyber Security Collaboration Models, 2021. 
41 National Crime Records Bureau (NCRB), Cyber Crime Statistics, 2022. 

developments in technology and cyber crime. 
Strengthening the legal system with more 
robust laws tailored to cyber crimes is essential 
for effective prosecution and deterrence. 

Recommendations: 

 Stronger Data Protection Laws: India's 
data protection laws need to be strengthened 
to ensure that personal data is safeguarded 
from cyber criminals. A comprehensive Data 
Protection Bill that holds both private and public 
sectors accountable for the protection of 
consumer data is essential to prevent 
unauthorized access and misuse of personal 
information. 

 Cross-Border Data-Sharing Protocols: 
To address the challenges posed by 
international cyber crime, it is essential to 
develop more efficient cross-border data-
sharing agreements between nations. This can 
be achieved by amending existing laws to 
streamline cooperation with foreign authorities 
and enhance the ability to access digital 
evidence from foreign servers. 

 Revisions to Existing Laws: Laws such as 
the Information Technology Act, 2000, should be 
revisited and revised periodically to account for 
new cyber crime trends and emerging 
technologies, such as artificial intelligence and 
blockchain. This will ensure that the legal 
framework remains relevant and effective in the 
digital age.42 

6.4 Public Awareness Campaigns 

A significant portion of cyber crimes go 
unreported, often due to a lack of awareness 
about the reporting mechanisms and the 
stigma associated with being a victim of cyber 
crime. Increasing public awareness is therefore 
crucial in combating cyber crime. 

Recommendations: 

 Cyber Safety Education Programs: 
Government agencies and non-governmental 
organizations (NGOs) should conduct 
widespread campaigns to educate the public 
                                                           
42 NITI Aayog, White Paper on Legislative Reforms in Cyber Law, 2021. 
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about basic cyber hygiene, such as creating 
strong passwords, identifying phishing scams, 
avoiding malware, and protecting personal 
data online. Schools, universities, and 
workplaces should be key focal points for such 
campaigns. 

 Awareness about Reporting 
Mechanisms: Public awareness campaigns 
should focus on educating individuals about the 
various online platforms available for reporting 
cyber crimes. The National Cyber Crime 
Reporting Portal (https://cybercrime.gov.in) 
should be promoted as an accessible and 
anonymous platform for reporting crimes such 
as online fraud, cyberbullying, and harassment. 

 Community Outreach Programs: These 
programs should target vulnerable populations, 
such as senior citizens, women, and children, 
who may be particularly susceptible to cyber 
crime. Partnerships with local community 
centers, libraries, and educational institutions 
can help spread awareness and train 
individuals in identifying and preventing cyber 
crimes.43 

6.5 Strengthening International Cooperation 

Cyber crime is often transnational, involving 
perpetrators and victims from different 
countries. Therefore, strengthening international 
cooperation is vital to combat this issue 
effectively. 

Recommendations: 

 Enhance Mutual Legal Assistance 
Treaties (MLATs): India should work towards 
enhancing the framework for Mutual Legal 
Assistance Treaties (MLATs) with other nations 
to streamline the process of cross-border 
investigations. This would facilitate faster 
information exchange and the timely sharing of 
evidence related to cyber crimes. 

 Participation in International 
Cybersecurity Forums: India should actively 
participate in international cybersecurity 

                                                           
43 Save the Children India, “Cyber Awareness Campaign for Youth and 
Women,” 2021. 

organizations, such as INTERPOL’s Cybercrime 
Directorate, to improve coordination and 
information exchange between countries. These 
collaborations can provide India with the 
resources, expertise, and legal frameworks 
necessary to address international cyber crime 
effectively. 

 Bilateral Cyber Crime Agreements: 
India should establish bilateral agreements with 
other nations, particularly those from which 
cyber crimes often emanate, to enhance 
cooperation in cyber crime investigations. 
These agreements can include joint operations, 
shared databases of cyber criminals, and 
coordinated efforts in tracking and 
apprehending perpetrators.44 

CONCLUSION  

Cyber crime in India is rapidly evolving, driven 
by advancements in technology and the 
increasing digitalization of services. Cyber 
criminals are exploiting vulnerabilities in online 
platforms, financial systems, and personal data, 
leading to a surge in offenses such as online 
fraud, data breaches, and social media 
harassment. While India’s legal framework, 
including the Information Technology Act, 2000, 
provides a foundation for tackling these crimes, 
significant gaps exist. The current laws are 
reactive rather than proactive, necessitating 
urgent revisions to address emerging cyber 
threats, enhance data protection, and ensure 
stricter penalties for offenders. 

Law enforcement agencies play a vital role in 
cyber crime investigations but face challenges 
such as a lack of specialized training, limited 
access to forensic tools, and jurisdictional 
complexities due to the borderless nature of the 
internet. These challenges hinder timely and 
effective responses to cyber crime. Additionally, 
public awareness about cyber crime prevention 
and reporting mechanisms is inadequate, 
leading to underreporting of incidents. 

To overcome these hurdles, a multi-pronged 

                                                           
44 Economic Times, “India Signs Cybersecurity Pact with Australia and 
Japan,” 2023. 
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approach is essential, involving legal reforms, 
infrastructure development, enhanced public 
awareness, and stronger international 
cooperation. Modernizing laws, building cyber 
forensic infrastructure, and fostering 
international collaborations through treaties like 
Mutual Legal Assistance Treaties (MLATs) will 
improve India’s capacity to address cyber 
crime. Furthermore, comprehensive public 
awareness campaigns will empower citizens to 
protect themselves and report cyber crimes. 

Ultimately, tackling cyber crime in India requires 
a collaborative effort from the government, law 
enforcement, the private sector, and the public. 
A proactive, well-coordinated strategy is crucial 
to creating a secure digital environment and 
staying ahead of cyber criminals in an 
increasingly digital world. 
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