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ABSTRACT 

Artificial Intelligence (AI) is transforming sectors globally, with significant implications for crime 
causation and detection in India. This paper examines AI's dual role in combating and facilitating 
criminal activities. On one hand, technologies like machine learning, facial recognition, and predictive 
analytics empower law enforcement by enhancing crime detection, investigations, and surveillance. 
On the other, AI introduces challenges such as cybercrime, data privacy risks, and algorithmic bias. By 
reviewing AI applications in Indian law enforcement and addressing legal and ethical considerations, 
this paper underscores the need for robust regulations to maximize AI’s benefits while mitigating its 
risks. 

 

1. Introduction 

Artificial Intelligence (AI) is revolutionizing law 
enforcement and criminal justice globally, with 
India witnessing significant adoption across 
crime detection, investigation, and prevention. 
AI tools enhance efficiency by analyzing data 
patterns, identifying criminal networks, and 
predicting security threats, contributing to 
public safety. However, this rapid integration 
raises ethical and legal challenges, including 
potential misuse and the exploitation of AI to 
amplify criminal tactics. This paper examines 
AI's expanding role in Indian law enforcement, 
evaluates the existing legal frameworks, and 
highlights the need for balanced governance. It 
advocates for a responsible AI ecosystem that 
fosters innovation while safeguarding public 
safety. 

2. What is AI? 

Artificial Intelligence (AI) enables machines to 
replicate human capabilities like learning, 
problem-solving, and decision-making. AI 
systems perform tasks such as object 
recognition, natural language understanding, 
and autonomous decision-making. A notable 
application is self-driving cars, which navigate 

and make real-time decisions using advanced 
algorithms and sensors. 

By 2024, AI technology has advanced 
significantly, with generative AI emerging as a 
key focus. Unlike traditional models that analyze 
data, generative AI creates novel content, 
including text, images, audio, and videos. 
Powered by machine learning and deep 
learning, these systems identify patterns in vast 
datasets, producing outputs that mirror human 
creativity. Generative AI’s ability to continuously 
learn and improve has revolutionized fields like 
entertainment, marketing, and scientific 
research, opening new possibilities for 
innovation.1570 

3. Evolution of AI in India 

The evolution of Artificial Intelligence (AI) in 
India began in the 1960s with foundational 
research at institutions like IIT Kanpur. The 1990s 
saw rapid growth in the IT sector, fostering AI 
innovation. Government initiatives, such as the 
2018 National Strategy for Artificial Intelligence, 
aimed to position India as a leader in AI across 
sectors like healthcare and agriculture. The 
                                                           
1570Cole Stryker & Eda Kavlakoglu, What is artificial intelligence (AI), IBM, 
(Oct.7, 2024, 07:14 PM), https://www.ibm.com/topics/artificial-intelligence  
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emergence of a vibrant startup ecosystem 
further propelled AI development, particularly 
post-COVID, highlighting its potential in various 
applications. Currently, there is an increasing 
focus on ethical AI and regulatory frameworks 
to address privacy and bias concerns, ensuring 
responsible growth in the future.1571 

4. AI & Crime Detection 

Artificial Intelligence (AI) is transforming 
modern law enforcement by enhancing crime 
prevention, prediction, and investigation. Facial 
recognition, a key application, enables accurate 
identification of individuals even in challenging 
conditions, improving suspect tracking and 
crime resolution. AI systems analyze vast 
datasets, uncovering patterns and connections 
that enhance investigative speed and 
accuracy. AI-powered surveillance monitors 
public events in real time, detecting potential 
threats and suspicious behavior, while 
predictive policing forecasts crime hotspots, 
optimizing resource allocation and patrols. 
However, these advancements raise concerns 
about privacy, bias, and ethical implications. 
Issues such as racial profiling, data misuse, and 
surveillance overreach highlight the need for 
robust ethical frameworks to ensure 
transparency, fairness, and accountability. 
Proper training for law enforcement on AI’s 
limitations and risks is essential for responsible 
deployment. By balancing innovation with 
ethical oversight, AI can significantly improve 
law enforcement while safeguarding civil 
liberties and public trust.1572 

5. Incidents of AI Helping in Crime Detection 
reported to Indian Criminal Justice System 

A. The Delhi Murder Mystery 

On January 10, Delhi Police faced a challenging 
case when an unidentified body was discovered 
near the Geeta Colony flyover. Lacking 

                                                           
1571Radhika Madhavan, AI in India: History and Evolution, MEDIUM, (Oct. 
9,2024, 09:55 AM) https://radhika-k-madhavan.medium.com/ai-in-india-
history-and-evolution-28aba000504b  
1572  Dr. Kamal Kishore Singh, IPS, ADG, AI in Police Work, State Crime 
Reports Bureau Bihar, 
https://scrb.bihar.gov.in/assets/AI%20in%20Police%20Work.pdf 

identification documents, the investigation 
stalled until the police utilized AI-based facial 
reconstruction technology. Within 72 hours, a 
digital image of the victim’s face was 
generated, complete with realistic features. The 
image was widely circulated through posters 
and local WhatsApp groups. By January 12, a 
man identified the victim as his missing brother, 
Hitendra, after seeing a poster. The investigation 
revealed Hitendra was murdered following a 
dispute involving a woman. This led to the arrest 
of four individuals, including a cab driver and 
the woman implicated in the altercation. This 
case underscores the transformative role of AI 
in law enforcement. The use of facial 
reconstruction enabled rapid identification, 
witness location, and arrests, showcasing AI’s 
potential to solve complex, time-sensitive 
crimes effectively.1573 

B. Use of AI by Bengaluru Police 

Bengaluru Police have implemented AI-driven 
Preventive and Predictive Policing strategies as 
part of the Safe City Project to enhance public 
safety. The initiative uses 7,500 cameras 
monitored by the C4i system for real-time 
surveillance and data analysis. AI-powered 
facial recognition flags suspicious behavior by 
known offenders, sending alerts to patrol units 
for swift response, helping prevent crimes 
before escalation. The Predictive Policing 
component analyzes crime patterns and other 
data to forecast where and when crimes are 
likely to occur. This allows strategic deployment 
of police units to high-risk areas. The system 
also monitors traffic data, identifying violations 
to improve road safety. By integrating facial 
recognition, predictive analytics, and traffic 
management, Bengaluru’s Safe City Project 
offers a proactive, efficient approach to crime 
control and public safety, creating a safer, more 
responsive urban environment.1574 

                                                           
1573The Economic Times, https://economictimes.indiatimes.com/news/new-
updates/how-ai-helped-delhi-police-to-solve-a-blind-murder-
case/articleshow/107122601.cms?from=mdr, (last visited Oct. 15,2024, 12:15 
PM) 
1574Deccan Herald, 
https://www.deccanherald.com/india/karnataka/bengaluru/b-luru-police-
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C. Staqu Technologies 

Artificial Intelligence (AI) is transforming crime-
solving in India, with startups like Staqu 
Technologies leading the way. Staqu 
collaborates with state governments to provide 
AI tools for analyzing unstructured data, aiding 
law enforcement in combating organized crime, 
drug trafficking, and border security. Its AI 
solutions, such as NarcGuideBot, help 
streamline narcotics investigations and 
improve the efficiency of officers, particularly 
those with less experience. Staqu’s AI-driven 
video analytics also serve the private sector, 
improving security and operations. Despite its 
private sector success, Staqu remains 
committed to public safety. Expanding into 
Karnataka and exploring international markets, 
Staqu is helping to shape the future of AI in law 
enforcement. However, further collaboration 
and resources are needed to fully realize AI’s 
potential in crime control and public safety 
across India.1575 

D. AI aided Rajasthan Police to identify the 
missing child 

Rajasthan Police, in collaboration with Dainik 
Bhaskar and graphic designer Sahid SK, has 
embraced AI to restore faded photographs of 
missing children. This initiative, aimed at 
addressing the rising number of missing 
children in India, utilizes advanced AI tools like 
Freepic’s Picasso and Illusion Diffusion to 
enhance damaged images for better 
identification. Inspired by a successful project in 
Kenya, the goal is to improve the chances of 
locating missing children, with over 47,000 
cases reported in India as of 2023. By restoring 
these photographs, the police can create 
clearer images to circulate across media 
platforms, enhancing visibility and aiding in 
recovery efforts. This AI-driven initiative 
represents a significant step in modernizing law 

                                                                                                 
use-ai-driven-techniques-to-prevent-crime-2784552  (last visited Oct. 20,2024, 
12:46 PM) 
1575Vidyashree Srinivas, AI Could Transform Crime Solving in India—If Only 
the Govt Stepped Up, ANALYTICSINDIAMAG,(Oct. 25, 2024, 04:12PM) 
https://analyticsindiamag.com/ai-insights-analysis/ai-could-transform-crime-
solving-in-india-if-only-the-govt-stepped-up/  

enforcement and provides hope for families 
seeking to reunite with their children.1576 

6. Role of AI in Crime Causation 

The expanding and growing role of AI in the 
cybersecurity field brings both substantial and 
substantial challenges and unique and unique 
opportunities. While AI serves as a powerful and 
powerful tool for cybercriminals—allowing them 
to carry out more efficient, complex, 
sophisticated, and elusive attacks—it also 
provides defenders and law enforcement 
officials with advanced, advanced tools for 
threat detection, prevention, and response. 
Cybercriminals can leverage AI to streamline 
and optimize their operations, generate realistic 
and highly convincing disinformation, create 
more advanced and adaptable malware, and 
customize and personalize phishing schemes, 
all of which create serious and severe risks for 
individuals, businesses, and governments. On 
the other hand, cybersecurity professionals are 
utilizing AI to analyze vast and extensive 
datasets, automate and enhance threat 
intelligence, strengthen and optimize incident 
response, and anticipate and predict potential 
future attacks. These efforts allow them to keep 
pace with and adapt to the constantly evolving 
and ever-changing threat landscape.1577 

A. The Dawes Centre for Future Crime 

The Dawes Centre for Future Crime at UCL has 
identified several ways AI is influencing crime 
causation, enhancing traditional crimes and 
creating new opportunities for criminal activity. 
AI can enable criminals to automate and scale 
crimes such as theft, terrorism, and fraud, 
through techniques like deepfakes, personalized 
phishing, and AI-driven scams. 

Key AI-enabled crimes include: 

1. High-Concern Crimes: Deepfake 
impersonation, weaponized autonomous 

                                                           
1576 Vidyashree Srinivas, Generative AI Tools are Helping Police Solve 
Missing Children Cases in India, ANALYTICSINDIAMAG,(Oct. 27, 2024, 
04:12PM) https://analyticsindiamag.com/ai-breakthroughs/generative-ai-
tools-are-helping-police-solve-missing-children-cases-in-india/ 
1577Cisco Telos https://blog.talosintelligence.com/the-rise-of-ai-powered-
criminals/ (last visited Nov. 6, 2024, 5:39PM) 
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vehicles, personalized phishing, 
disruption of AI systems, blackmail, and 
AI-generated fake news. 

2. Medium-Concern Crimes: Misuse of 
military robots, data poisoning, 
cyberattacks, autonomous attack 
drones, and face recognition 
manipulation. 

3. Low-Concern Crimes: Exploiting 
algorithm bias, evading AI detection, and 
AI-assisted stalking. 

AI enhances the scale and efficiency of crime 
by automating processes, personalizing attacks, 
and handling large data volumes, making 
crimes more impactful and harder to detect. 

7. Way Forward  

The integration of AI into India’s law 
enforcement presents both opportunities and 
challenges, requiring careful regulation and 
ethical considerations. Key areas for progress 
include: 

A. Strengthening Legal Frameworks: India’s 
legal structures for AI in law enforcement need 
development, focusing on privacy, 
accountability, transparency, and fairness. Data 
protection laws must safeguard personal 
information, and AI systems should undergo 
regular audits to prevent misuse. 

B. Addressing Ethical Considerations and Bias: 
AI systems may perpetuate biases, especially in 
predictive policing. Agencies must ensure 
fairness by diversifying training data and testing 
AI for discriminatory outcomes. Continuous 
officer training is also essential to prevent over-
reliance on AI. 

C. Promoting Public Trust and Transparency: 
Transparency in AI usage is crucial to maintain 
public trust. Law enforcement should educate 
the public on AI’s role and involve civil society in 
discussions about ethical implications. 

D. Investing in Capacity Building and Research: 
Law enforcement agencies should hire AI 
specialists and partner with universities for 

research. Public-private collaborations can 
drive innovation in AI solutions for policing. 

E. Harnessing AI for Crime Prevention: AI’s 
predictive capabilities, like those in Bengaluru’s 
Safe City Project, can enhance proactive 
policing and prevent crimes before they occur. 

F. Tackling AI in Crime Causation and 
Cybersecurity: AI facilitates cybercrime, 
necessitating collaboration between law 
enforcement and cybersecurity experts to 
counter AI-powered attacks. 

G. International Cooperation: India should 
collaborate internationally to establish global 
standards for AI in policing, learning from 
successful initiatives worldwide. 

These steps aim to leverage AI’s potential in law 
enforcement while addressing the legal, ethical, 
and societal challenges it presents. 

8. Conclusion 

The integration of AI into law enforcement in 
India is enhancing crime detection, prevention, 
and investigation. Technologies like facial 
recognition, predictive policing, and advanced 
surveillance are improving public safety and 
operational efficiency. AI's ability to analyze 
complex data, identify criminal patterns, and 
aid decision-making makes it a valuable tool 
for law enforcement. 

However, AI adoption raises ethical, legal, and 
privacy concerns, particularly regarding bias, 
misuse, and privacy violations. India must 
develop robust legal frameworks and ethical 
guidelines to ensure AI is used responsibly, 
fostering accountability, transparency, and 
fairness while mitigating risks. 

AI has already proven transformative, as seen in 
success stories like AI-driven facial 
reconstruction in Delhi and predictive policing in 
Bengaluru. Startups like Staqu Technologies 
help tackle organized crime, while initiatives in 
Rajasthan restore photos to locate missing 
children. These innovations highlight AI’s 
potential to enhance law enforcement 
efficiency and solve societal issues. 
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Despite its benefits, AI’s growing role in both 
crime facilitation and prevention requires 
careful consideration of ethical implications. AI 
is enabling criminals to carry out more 
sophisticated attacks, such as deepfakes, 
autonomous weapons, and personalized 
phishing. To counter this, law enforcement must 
use AI to analyze large datasets, predict attacks, 
and optimize responses. 

To harness AI’s full potential and protect civil 
liberties, India must establish responsible 
governance, continuous monitoring, and public 
oversight. A balance between leveraging AI for 
security and safeguarding citizens' rights is 
essential for maintaining public trust and safety 
in the digital age. 
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